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Maritime Cyber Risk Management Resources 

 

International Maritime Organization 

❖ IMO Resolution MSC.428(98), Maritime Cyber Risk Management in Safety Management Systems  

❖ IMO Circular MSC-FAL.1/Circ.3/Rev.2, Guidelines on Maritime Cyber Risk Management 

 

Shipping Industry Cyber Guidelines 

❖ Shipping Industry Associations and Organizations, Guidelines on Cybersecurity Onboard Ships - Version 4 

❖ International Association of Ports and Harbours, IAPH Cybersecurity Guidelines for Ports and Port 

Facilities – Version 1 

❖ International Association of Drilling Contractors, IADC Guidelines for Minimum Cybersecurity 

Requirements for Drilling Assets 

 

Classification Societies 

❖ International Association of Classification Societies (IACS)  

❖ IACS Unified Requirements on Cyber resilience of Ships (E26)  

❖ IACS Unified Requirements on Cyber resilience of On-Board Systems and Equipment (E27)  

❖ IACS Recommendation on Cyber Resilience (166) 

❖ IACS Recommendation on Incorporating Cyber Risk Management into Safety Management Systems (171) 

❖ American Bureau of Shipping (ABS) 

❖ Bureau Veritas Marine & Offshore SAS (BV) 

❖ China Classification Society (CCS) 

❖ ClassNK (NK) 

❖ Croatian Register of Shipping (CRS) 

❖ Det Norske Veritas (DNV) 

❖ Korean Register (KR) 

❖ Indian Register of Shipping (IRClass) 

❖ International Naval Survey Bureau (INSB) 

❖ Lloyd’s Register Group Ltd. (LR) 

❖ Polski Rejestr Statków S.A. (PRS) 

❖ RINA Services S.P.A. (RINA) 

 

Cyber Risk Standards and Frameworks 

❖ National Institute of Standards and Technology (NIST) Cybersecurity Framework 

❖ United States Coast Guard (USCG) 

▪ Cybersecurity Framework Profiles Overview 

▪ Appendix A. Maritime Bulk Liquid Transfer Profile 

▪ Appendix B. Offshore Operations Profile 
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https://www.register-iri.com/wp-content/uploads/MSC_Resolution_42898.pdf
https://www.register-iri.com/wp-content/uploads/MSC-FAL.1-Circ.3-Rev.2.pdf
https://www.register-iri.com/wp-content/uploads/The-Guidelines-on-Cyber-Security-Onboard-Ships-2021.pdf
https://sustainableworldports.org/wp-content/uploads/IAPH-Cybersecurity-Guidelines-version-1_0.pdf
https://sustainableworldports.org/wp-content/uploads/IAPH-Cybersecurity-Guidelines-version-1_0.pdf
https://store.iadc.org/product/iadc-guidelines-for-baseline-cybersecurity-for-drilling-assets
https://store.iadc.org/product/iadc-guidelines-for-baseline-cybersecurity-for-drilling-assets
http://www.iacs.org.uk/download/10714
https://iacs.org.uk/download/14104
https://iacs.org.uk/download/14105
https://iacs.org.uk/download/10714
https://iacs.org.uk/download/14278
https://www.abs-group.com/Knowledge-Center/Knowledge-Toolkits/Cyber-Risk-and-Facility-Security-Toolkit/
https://marine-offshore.bureauveritas.com/nr659-rules-cyber-security-classification-marine-units
https://www.ccs.org.cn/ccswzen/columnList?columnid=202202281197503750
https://www.classnk.or.jp/account/en/Rules_Guidance/ssl/login.aspx
https://www.crs.hr/
https://www.dnv.com/maritime/insights/topics/maritime-cyber-security/index.html
https://www.krs.co.kr/eng/Content/CF_View.aspx?MRID=427&URID=425
http://www.irclass.org/media/3520/guidelines-on-cyber-safety_final.pdf
https://insb.gr/sites/default/files/ISM_TN_24-2017_Cyber_risk_management_into_the_ISM_Code.pdf
https://www.lr.org/en/cyber-safe-for-marine/
https://www.prs.pl/uploads/cybersecurity_guidelines_on_implementation.pdf
https://www.rina.org/en/cyber-security
https://www.nist.gov/programs-projects/cybersecurity-framework
http://www.dco.uscg.mil/Portals/9/CG-FAC/Documents/Cyber%20Profiles%20Overview.docx?ver=2018-01-10-143126-467
http://www.dco.uscg.mil/Portals/9/CG-FAC/Documents/Appendix%20A.%20Maritime%20Bulk%20Liquids%20Transfer%20Profile.docx?ver=2018-01-10-141700-073
http://www.dco.uscg.mil/Portals/9/CG-FAC/Documents/Appendix%20B.%20Offshore%20Operations%20Profile.docx?ver=2018-01-10-140108-557
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▪ Appendix C. Passenger Vessel Profile 

▪ Appendix D. Industry Cybersecurity Processes & Profile Mappings  

▪  

❖ International Organization for Standardization (ISO)/International Electrotechnical Commission (IEC) 

▪ ISO/IEC 27000 - Information Security Management Systems  

▪ ISO/IEC 27000:2016 - Information Security Management Systems – Overview and Vocabulary 

▪ ISO/IEC 27032:2012 - Guidelines for Cybersecurity 

 

Government Agencies 

❖ Danish Maritime Cybersecurity Unit 

▪ Cyber and Information Security Strategy for the Maritime Sector 

 

❖ USCG  

▪ USCG Vessel Cyber Risk Management Work Instruction CVC-WI-027(2) 

 

❖ United Kingdom (UK) 

▪ UK Department for Transport / IET – Code of Practice: Cyber Security for Ships 

▪ UK Department for Transport / MCA – Code of Practice: Cyber Security for Ports and Port Systems 

 

❖ Singapore Maritime Institute 

▪ Guidelines for Cyber Risk Management in Shipboard Operational Technology Systems 

 

Insurers 

❖ North of England P&I Club: Cyber Risks in Shipping 

❖ Joint Hull Committee (JHC) Cyber Risk Information Paper 

❖ JHC Cyber Risk Assessment Guidance  

❖ Marsh: The Risk of Cyber Attack to the Maritime Sector 

 

Seafarer Cyber Risk Awareness 

❖ BIMCO/ICS Poster 

❖ Gard Cyber Security Awareness 

❖ Intertanko: Social Media Guidance for Seafarers 

 

Please submit additional resource suggestions to the Administrator at: marsec@register-iri.com. 

http://www.dco.uscg.mil/Portals/9/CG-FAC/Documents/Appendix%20C.%20Passenger%20Vessel%20Profile.docx?ver=2018-01-10-140109-727
http://www.dco.uscg.mil/Portals/9/CG-FAC/Documents/Appendix%20D.%20Industry%20Cybersecurity%20Processes%20and%20Profile%20Mappings.docx?ver=2018-01-10-143125-373
https://www.iso.org/isoiec-27001-information-security.html
https://www.iso.org/obp/ui/#iso:std:iso-iec:27000:ed-4:v1:en
https://www.iso.org/obp/ui/#iso:std:iso-iec:27032:ed-1:v1:en
https://www.dma.dk/Documents/Publikationer/Cyber%20and%20Information%20Security%20Strategy%20for%20the%20Maritime%20Sector.pdf
https://www.dco.uscg.mil/Portals/9/CVC-WI-27%282%29.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/642598/cyber-security-code-of-practice-for-ships.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/546160/cyber-security-for-ports-and-port-systems-code-of-practice.pdf
https://itrust.sutd.edu.sg/wp-content/uploads/2022/02/Guidelines-for-Cyber-Risk-Management-in-Shipboard-Operational-Technology-Systems-1st-Ed..pdf
https://docs.wixstatic.com/ugd/9491c8_11515b8407fc49cea99e5a623ae7c880.pdf
https://www.lmalloyds.com/LMA/Underwriting/Marine/JHC/JH_Circulars/JHC_Circulars/JHC_Cyber_Info_Paper.aspx
http://www.lmalloyds.com/CMDownload.aspx?ContentKey=62ec27a3-2a11-41c3-8775-9de906f49095&amp;ContentItemKey=0acc1d1e-55fe-4843-a871-3146d6923b48
https://docs.wixstatic.com/ugd/9491c8_50e2bb0d258844c4b0dd3b29ed9dc870.pdf
http://www.gard.no/Content/23376980/Cyber-Security-poster-2017-bimco-mpa.pdf
https://www.gard.no/web/content/cyber-security-awareness
https://docs.wixstatic.com/ugd/9491c8_57b5d5b5858b49dd83b5a84bf22acf4d.pdf
mailto:marsec@register-iri.com

